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DETAILED ACTION 
Information Disclosure Statement 

1 . The information disclosure statement filed 12/02/04 fails to comply with 37 CFR 
1.98(a)(2), which requires a legible copy of each cited foreign patent document; each 
non-patent literature publication or that portion which caused it to be listed; and all other 
information or that portion which caused it to be listed. It has been placed in the 
application file, but the information referred to therein has not been considered. 

Reference AC under "OTHER PRIOR ART" PTO FORM 1449 will not be 
considered because applicant failed to submit legible copies. 

Specification 

2. This application does not contain an abstract of the disclosure as required by 37 
CFR 1 .72(b). An abstract on a separate sheet is required. 

Claim Rejections - 35 USC § 102 

3. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an International application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 
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4. Claims 1 1 , 15, 16, 18 and 20 are rejected under 35 U.S.C. 102(e) as being 
anticipated by Reich et al (US 2002/0184256 A1). 

Regarding claims 11, 18 and 20, Reich teaches a method of controlling a 
networl< entity of a mobile communication network and a mobile station (see Abstract 
and see fig. 1, wireless connection between mobile station 12 and networl<), wherein the 
networl< entity and the mobile station are adapted to conduct a plurality of 
predetermined message exchange procedures in the course of which predetermined 
messages are exchanged between the network entity and the mobile station depending 
on the given procedure (see Abstract, [006], and [0065], see "message"), where the 
predetermined messages may be encrypted (see [003], see "encryption"), an encrypted 
message being any message of which at least a part is encrypted (see [0064], see 
"encrypt"), and where the network entity and the mobile station are adapted to conduct 
one or more encryption key generation procedures during which the network entity and 
the mobile station generate and store respective corresponding encryption keys in order 
to be able to encrypt and decrypt exchanged messages (see [0064], see "encrypt" and 
see Abstract, [006], and [0065], see "message"), the method comprises the steps of: If 
the network entity receives a message from the mobile station, determining whether the 
received message is encrypted (see [0064], see "encrypt" and see Abstract, [006], and 
[0065], see "message"), 

if the received message is encrypted, determining whether a correct encryption 
key for decrypting the message is available to the network entity and, if no correct key 
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is available, sending a predetermined triggering message to the mobile station (see 
[0064] and [0066]), and 

upon receiving the predetermined triggering message, the mobile station 
interrupting the procedure in the course of which it sent the encrypted message for 
which the network entity did not have a correct key, and initiating an encryption key 
generation procedure (see [0064] and [0066]). 

Regarding claim 15, Reich further teaches the one or more encryption key 
generation procedures comprise obtaining an encryption base value commonly 
available to the network entity and the mobile station at the time of conducting the 
encryption key generation procedure, and generating corresponding encryption keys in 
the network entity and the mobile station on the basis of the encryption base value (see 
[0059]). 

Regarding claim 16, Reich further teaches the encryption base value is a 
regularly changed value that is broadcast by the network to listening mobile stations 
(see [0064] and [0066]). 

Claim Rejections - 35 USC § 103 
5. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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6. Claims 12 and 13 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Reich et al (US 2002/0184256 A1) in view of Pang et al (US 6.931.543). 

Regarding claim 12, Reich teaches claim 11. Reich does not specifically disclose 
the messages are arranged such that they have a first part and a second part, the first 
part being an unencrypted part that is not allowed to be encrypted, and the second part 
being encryptable. 

Pang teaches the messages are arranged such that they have a first part and a 
second part, the first part being an unencrypted part that is not allowed to be encrypted, 
and the second part being encryptable (see column 4, lines 10-19). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to provide the teaching of Pang into the system of Reich in 
order to prevent data from being loss (see Pang, column 2, lines 33-34). 

Regarding claim 13, Reich teaches claim 11. Reich does not specifically disclose 
the messages are arranged such that the first part contains an encryption indication of 
whether the second part is encrypted or not, and the determining of whether the second 
part of the received message is encrypted or not is achieved by analysing the 
encryption indication. 

Pang teaches the messages are arranged such that the first part contains an 
encryption indication of whether the second part is encrypted or not, and the 
determining of whether the second part of the received message is encrypted or not is 
achieved by analysing the encryption indication (see column 4, lines 10-19). 
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Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to provide the teaching of Pang into the system of Reich in 
order to prevent data loss (see Pang, column 2, lines 33-34). 

7. Claims 17 and 19 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Reich et al (US 2002/0184256 A1) in view of D'Amico et al (US 5,077,790). 

Regarding claim 17, Reich teaches claim 11. Reich does not specifically 
disclose the encryption conducted as a part of a registration procedure of the key 
generation procedure is mobile station with the network entity. 

D'Amico teaches the encryption conducted as a part of a registration procedure 
of the key generation procedure is mobile station with the network entity (see column 1, 
lines 65 to column 2, line 6). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to provide the teaching of D'Amico into the system of 
Reich in order to a method for registration of a portable unit maybe utilized in a 
communication system the comprises a network controller (see D'Amico, column 1, 
lines 41-43). 

Regarding claim 19. Reich teaches claim 18. Reich does not specifically 
disclose the controller is arranged to conduct the encryption key generation procedure 
as a part of a registration procedure of the mobile station with the mobile 
communication network. 
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D'Amico teaches the controller is arranged to conduct the encryption key 
generation procedure as a part of a registration procedure of the mobile station with the 
mobile communication network (see column 1 , lines 65 to column 2, line 6). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to provide the teaching of D'Amico into the system of 
Reich in order to a method for registration of a portable unit maybe utilized in a 
communication system the comprises a network controller (see D'Amico, column 1 , 
lines 41-43). 

Allowable Subject Matter 

8. Claim 14 is objected to as being dependent upon a rejected base claim, but 
would be allowable if rewritten in independent fonn including all of the limitations of the 
base claim and any intervening claims. 

Regarding claim 14, the combination of Reich and Pang teaches the messages 
are arranged such that the first part contains a message type identifier identifying the 
type of the message (see Pang, column 4, lines 10-19). The combination of Reich and 
Pang fails to teach after having received a message from the mobile station, the 
network entity identifies the message type of the received message from the message 
type identifier and determines whether the identified message type belongs to a 
predetermined category, and sends the predetermined triggering message to the mobile 
station only if the message type of the received message falls into the predetermined 
category. 
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Conclusion 

9. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

a. Law (US2005/0184145 A1) teaches secure wireless authorization system. 

b. Verbestel (US 2005/0198126 A1) teaches system and method of providing 
content in a multicast system. 

c. Anderson (US 2005/0182710 A1) teaches method of processing an electronic 
payment cheque. 

10. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Nghi H. Ly whose telephone number is (571 ) 272-791 1 . 
The examiner can normally be reached on 8:30 am-5:30 pm Monday-Friday. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Marsha Banks-Harold can be reached on (571) 272-7905. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
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you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 

NghiH. Ly -^OWv«l O &a^-44<iAW 

MARSHA D. BANKS-HAROLD 
SUPERVISORY ?K:m EXAMINER 
TECHNOLOGY CENTER 2600 




